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NON-TRANSITORY MACHINE-READABLE
MEDIUM AND COMMUNICATION RELAY
APPARATUS

CROSS-REFERENCE TO RELATED
APPLICATION

This application claims priority from Japanese Patent
Application No. 2012-193177 filed on Sep. 3, 2012, which is
incorporated herein by reference.

BACKGROUND

1. Technical Field

Aspects described herein relate to relaying of communica-
tion.

2. Description of the Related Art

A technology has been disclosed in which a configuration
screen used to choose settings for an image processing appa-
ratus is displayed on a web browser executed by a terminal
device, the image processing apparatus having a web server
function.

Moreover, the Internet Printing Protocol (IPP) is known.
The IPP is a standard for connecting an image processing
apparatus and a terminal device via the Internet and for mak-
ing the image processing apparatus perform processing on an
image through the Internet.

Moreover, a draft of the IPP over Universal Serial Bus
(USB) protocol is known. The IPP over USB protocol is a
standard for performing communication in accordance with
the IPP described above in an environment in which an image
processing apparatus and a terminal device are connected
through a USB interface.

BRIEF SUMMARY

In general, multi-session communication is performed
between a web browser and a web server function unit. Thus,
in the case where a web browser displays a configuration
screen through which settings for an image processing appa-
ratus may be chosen, the web browser tries to perform multi-
session communication with the web server function unit.

However, the USB protocol does not support multi-session
communication. Thus, when the web browser tries to perform
multi-session communication with the web server function
unit in an environment in which the terminal device and the
image processing apparatus are connected through a USB
interface, confusion may occur such that a response for a
session may be transmitted as a response for another session.

In the present application, various aspects of performing
multi-session communication are described. In one example,
a client application may perform multi-session communica-
tion with an image processing apparatus without the afore-
mentioned confusion viaa communication interface that does
not support multi-session communication.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1is a block diagram illustrating a simplified electrical
structure of a personal computer (PC) according to a first
embodiment;

FIG. 2 is a block diagram illustrating a program configu-
ration in the PC and function units of a printer;

FIG. 3 is a schematic diagram illustrating an example of a
configuration screen for the printer;

FIG. 4 is a sequence chart illustrating the overall flow of
communication relay processing;
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FIG. 5 is a flowchart of the communication relay process-
mg;

FIG. 6 includes flowcharts of processing performed on a
thread-by-thread basis;

FIG. 7 is a flowchart of relay processing performed on a
thread-by-thread basis;

FIG. 8 is a flowchart of relay processing that each of the
threads executes, according to a second embodiment;

FIG. 9 is a flowchart of processing that a thread executes,
according to a third embodiment;

FIG. 10 is a flowchart of communication relay processing;

FIG. 11 includes flowcharts of processing that threads
execute, according to a fourth embodiment;

FIG. 12 is a flowchart of communication processing that an
IPP function unit performs; and

FIG. 13 is a block diagram illustrating a program configu-
ration in the PC and function units of the printer, according to
a fifth embodiment.

DETAILED DESCRIPTION
First Embodiment

A first embodiment will be described with reference to
FIGS.1to 7.

(1) Electrical Structure of PC

First, an electrical structure of a PC 1, which is an infor-
mation processing apparatus according to the first embodi-
ment, will be described with reference to FIG. 1.

The PC 1 includes a central processing unit (CPU) 10, a
read-only memory (ROM) 11, a random-access memory
(RAM) 12, a display unit 13, an operation unit 14, a storage
unit 15, a USB host interface unit 16 (represented as USB
HOST I/F UNIT in FIG. 1), and a network interface unit 17
(represented as NETWORK I/F UNIT in FIG. 1).

The CPU 10 controls individual units of the PC 1 by
executing programs stored in the ROM 11 or the storage unit
15. In the ROM 11, programs to be executed by the CPU 10
and data are stored. The RAM 12 is used as a main storage
device for the CPU 10 to execute various types of processing.
The CPU 10 is an example of a processing unit.

The display unit 13 includes a display device such as a
liquid crystal display, a display driving circuit that drives the
display device, and the like.

The operation unit 14 includes a keyboard, a mouse, and an
interface to which the keyboard and the mouse are connected.

The storage unit 15 is a device in which various programs
and data are stored by using a non-volatile memory such as a
hard disk or a flash memory or other memories as known in
the art. In the storage unit 15, an operating system (OS) 21, an
IPP/USB conversion program 22, a web browser 23, and the
like are stored.

The IPP/USB conversion program 22 is an example of a
communication relay program. Moreover, the web browser
23 is an example of a client application that performs multi-
session communication.

The USB host interface unit 16 includes a USB host con-
troller, a jack to which a USB cable is connected, and the like.
The USB host interface unit 16 is connected to a printer 2 via
a USB cable in such a manner that the USB host interface unit
16 is capable of performing communication with the printer
2. A USB cable is an example of a communication line.

The network interface unit 17 is an interface used to per-
form communication with external communication terminals
3 such as PCs, mobile phones, or mobile communication
terminals via a communication network 5 such as a local-area
network (LAN) or the Internet. Note that the network inter-
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face unit 17 may be connected to the communication network
5 in a wired manner or in a wireless manner.
(2) Printer

The printer 2 illustrated in FIG. 1 is a printing device that
prints images on sheets such as print sheets by using an
electrophotography method, an ink jet method, or the like.
The printer 2 is a USB printer class device. The printer 2 is an
example of an image processing apparatus.

The printer 2 may understand a plurality of printer lan-
guages. A user is supposed to choose one of the printer lan-
guages in advance for the printer 2. Moreover, the printer 2
has first and second trays as trays in which sheets on which
images are to be printed are stored. For each of the trays, a
user is supposed to choose in advance the size of sheets to be
stored in the tray, for the printer 2. Such settings may be
chosen from the PC 1 via the USB cable. Further details are
described below.

(3) Communication between PC and Printer

The PC 1 performs at least the following communication
with the printer 2 via the USB cable:

Communication for choosing settings for the printer 2

Communication for transmitting print data to the printer 2.

Such communication is performed in accordance with the
IPP over USB protocol. The IPP is Hypertext Transport Pro-
tocol (HTTP) based and is a protocol for performing commu-
nication with the printer 2 via a Transmission Control Proto-
col/Internet Protocol (TCP/IP) network such as the Internet or
aLAN.

The IPP over USB protocol is a protocol to realize IPP
communication over a USB interface. In accordance with the
IPP over USB protocol, IPP communication data is packed in
USB packets and the USB packets are transmitted or
received.

(4) Program Configuration of PC and Functions of Printer

Next, a program configuration of the PC 1 for performing
communication in accordance with the IPP over USB proto-
col and function units of the printer 2 will be described with
reference to FIG. 2.

First, the program configuration of the PC 1 will be
described. The PC 1 executes the web browser 23, a spooler
24, and the IPP/USB conversion program 22.

The web browser 23 is a program used as a user interface
for choosing settings for the printer 2. A commonly-used web
browser may be used as the web browser 23.

The web browser 23 performs communication with the
IPP/USB conversion program 22 in accordance with HTTP
when the PC 1 and the printer 2 are connected via the USB
cable. The IPP/USB conversion program 22 functions as a
server for a specific port (hereinafter referred to as a port 80)
of localhost (IP=127.0.0.1). The web browser 23 issues a
request to the IPP/USB conversion program 22 and requests
transmission of screen data of the printer 2 that is to be
displayed on a configuration screen 41 (see FIG. 3), by
accessing the port 80 of localhost (for example, http://
127.0.0.1:80) from the IPP/USB conversion program 22.

Here, the screen data is written in Hypertext Markup Lan-
guage (HTML) or in the eXtensible Markup Language
(XML) or other known language.

The request transmitted to the IPP/USB conversion pro-
gram 22 is transmitted by the IPP/USB conversion program
22 to an IPP function unit 31 of the printer 2 via the USB
cable. The IPP function unit 31 executes IPP printing and a
Common Gateway Interface (CGI) for a configuration screen.
The IPP function unit 31 is the same as an existing [PP
function unit except that the IPP function unit 31 inputs and
outputs data via a USB cable instead of via a network. Thus,
details of the IPP function unit 31 will be omitted here.

10

15

20

25

30

35

40

45

50

55

60

65

4

Note that the web browser 23 may be executed by the PC 1
or may be executed by an external communication terminal 3
thatis connected to the PC 1 in such a manner that the external
communication terminal 3 is capable of performing commu-
nication with the PC 1.

The spooler 24 is a program for spooling print data. The
spooler 24 is provided as a part of the OS 21. When the PC 1
and the printer 2 are connected via the USB cable, the spooler
24 transmits print data to the IPP/USB conversion program 22
by performing communication with the IPP/USB conversion
program 22 in accordance with the IPP.

The print data transmitted to the IPP/USB conversion pro-
gram 22 is transmitted by the IPP/USB conversion program
22 to the IPP function unit 31 of the printer 2 via the USB
cable.

The IPP/USB conversion program 22 is a program that
relays communication between the web browser 23 and the
IPP function unit 31 and between the spooler 24 and the IPP
function unit 31. The IPP/USB conversion program 22 per-
forms communication with the IPP function unit 31 via the
USB cable. Details of the IPP/USB conversion program 22
will be described below.

Next, functions of the printer 2 will be described. The
printer 2 has the IPP function unit 31 and a printing function
unit 32.

The IPP function unit 31 has a web server function for
choosing settings for the printer 2 from the web browser 23
and a function for outputting the print data received from the
PC 1 to the printing function unit 32. The IPP function unit 31
realizes an example of web server functions.

The printing function unit 32 has a function for printing the
print data output from the IPP function unit 31.

(5) Interfaces for USB Devices

Next, interfaces for USB devices will be described. In
accordance with the USB protocol, one physical USB cable
has one or more logical communication channels called inter-
faces.

In accordance with the USB protocol, USB devices must
have a special endpoint called endpoint 0 for performing
control transfer. Endpoint 0 is an endpoint that enables two-
way communication. Interfaces are provided on the basis of
interface descriptors obtained from the printer 2 through end-
point 0. Each of the interfaces generally has one or more
endpoints.

The printer 2 according to the first embodiment has inter-
faces 1 and 2. Furthermore, the interfaces 1 and 2 have an
endpoint for reading and an endpoint for writing, and enable
two-way communication by using these endpoints.

Communication for choosing settings for the printer 2 is
performed through the interface 1. Communication for trans-
mitting print data to the printer 2 is performed through the
interface 2.

Note that the interface 2 does not have to be provided and
both communication for choosing settings for the printer 2
and communication for transmitting print data to the printer 2
may be performed through the interface 1.

(6) Issue of Case Where Multi-Session Communication is
Performed via USB Cable

Next, an issue of a case where multi-session communica-
tion is performed via a USB cable will be described. Here,
communication for choosing settings for the printer 2 from
the PC 1 will be described as an example.

Here, a setting screen 41 of the printer 2 will be first
described with reference to FIG. 3. On the setting screen 41,
which is an example illustrated in FIG. 3, settings for a printer
language 41a, a sheet size 415 of sheets set in the first tray, and
a sheet size 41 ¢ of sheets set in the second tray may be chosen.
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Moreover, as illustrated in FIG. 3, images 42, 43, and 44 are
displayed on the configuration screen 41. The images 42 to 44
are called GIF1, GIF2, and GIF3, respectively. These images
are not included in the screen data. Thus, after the web
browser 23 has received the screen data, the web browser 23
requests transmission of these images from the IPP/USB
conversion program 22.

That is, the configuration screen 41 is constituted by
HTML or XML data generated by the IPP function unit 31
executing the CGI at the configuration screen 41.

When the web browser 23 accesses the specific port 80 (for
example, http://127.0.0.1:80) of localhost, the web browser
23 establishes a session between the web browser 23 and the
IPP/USB conversion program 22, the session being a session
for issuing a GET command for obtaining a file of a main
page. The GET command is transmitted to the printer 2 via the
USB cable by the IPP/USB conversion program 22, and is
processed by the CGI of the IPP function unit 31. As a
response to this, the main page constituted by HTML/XML
data to be displayed on the configuration screen 41 is returned
via the USB cable. The main page constituted by HTML/
XML data is further returned, as a response to the GET
command, by the IPP/USB conversion program 22 to the web
browser 23.

The web browser 23 analyzes the main page constituted by
HTML/XML data and requests likewise items that are needed
(such as the images GIF 1, GIF 2, and GIF 3) for the main
page to be displayed, from the IPP/USB conversion program
22.

The web browser 23 may perform multi-session commu-
nication. Thus, in this case, for each of the items that are
needed (such as the images GIF 1, GIF 2, and GIF 3) for the
main page to be displayed, the web browser 23 establishes a
session and requests transmission of the item, which is an
image. That is, a GET command for obtaining the image GIF
1 is first transmitted, and then successively GET commands
for obtaining the images GIF 2 and GIF 3 are transmitted
without waiting for a response to the GET command for
obtaining the image GIF 1. However, USB interfaces do not
support multi-session communication. Moreover, the PP
function unit 31 does not always return the requested items in
the order of GET commands received. The order in which the
requested items are transmitted is undefined. Thus, when
communication is performed for requests issued for perform-
ing communication through a plurality of sessions through
the interface 1, confusion may occur such that a response for
one of the sessions is transmitted as a response for another one
of the sessions.

Specifically, information used to identify a session is not
added to aresponse transmitted from the IPP function unit 31
to the IPP/USB conversion program 22. Thus, in the case
where communication is performed for sessions through the
interface 1, when the IPP/USB conversion program 22
receives a response from the IPP function unit 31, the IPP/
USB conversion program 22 is unable to determine which
session the response corresponds to. Thus, confusion may
occur such that a response for a session is transmitted as a
response for another session.

Hence the IPP/USB conversion program 22 according to
the first embodiment relays communication through only one
session at a time by executing an exclusive process.

(7) Overall Flow of Communication Relay Processing Per-
formed by IPP/USB Conversion Program

The overall flow of communication relay processing per-
formed by the IPP/USB conversion program 22 will be
described with reference to FIG. 4. Here, communication for
choosing settings for the printer 2 from the PC 1 will be
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described as an example. As described above, communication
for choosing settings for the printer 2 is performed through
the interface 1.

Hereinafter, the web browser 23 means the CPU 10 execut-
ing the web browser 23 and the IPP/USB conversion program
22 means the CPU 10 executing the IPP/USB conversion
program 22.

The IPP/USB conversion program 22 is resident as a TCP
server program for http://127.0.0.1:80.

When an address (http://127.0.0.1:80) of the configuration
screen 41 is input by a user, the web browser 23 establishes a
session 1 of a network between the web browser 23 and the
IPP/USB conversion program 22 (in step S101). The web
browser 23 transmits a GET command for requesting trans-
mission of data of a main page of screen data (hereinafter
simply referred to as main-page data) through the session 1 to
the IPP/USB conversion program 22 (in step S102). Note that
it is assumed that the network described here is a pseudo
network established in a single PC 1.

When the IPP/USB conversion program 22 receives the
GET command for requesting the main-page data, the IPP/
USB conversion program 22 transfers the GET command to
the IPP function unit 31 of the printer 2 via the USB cable (in
step S103).

When the IPP function unit 31 receives the GET command,
the IPP function unit 31 transmits the main-page data to the
IPP/USB conversion program 22 (in step S104).

When the IPP/USB conversion program 22 receives the
main-page data from the IPP function unit 31, the IPP/USB
conversion program 22 transfers the main-page data to the
web browser 23 via the network (in step S105).

When the web browser 23 receives the main-page data, the
web browser 23 analyzes the main-page data (in step S106).
The main-page data includes information regarding images
GIF 1, GIF 2, and GIF 3 that are needed to display the
configuration screen 41. Consequently, the web browser 23
establishes a new session between the web browser 23 and the
IPP/USB conversion program 22 in order to obtain the images
GIF 1, GIF 2, and GIF 3 and requests transmission of the
images GIF 1, GIF 2, and GIF 3.

In this case, for each of the images GIF 1, GIF 2, and GIF
3, the web browser 23 establishes a session by using multi-
session communication and requests transmission of the
image. Thus, in the case of the configuration screen 41 illus-
trated in FIG. 3, three sessions such as a session 2 for request-
ing transmission of the image GIF 1 (in step S107), a session
3 for requesting transmission of the image GIF 2 (in step
S108), and a session 4 for requesting transmission of the
image GIF 3 (in step S109) are established as illustrated in
FIG. 4. Here, it is assumed that the sessions 2 to 4 are estab-
lished in this order.

In this case, when the IPP/USB conversion program 22
establishes the session 2, which is the first session among the
three sessions, the IPP/USB conversion program 22 prohibits
communication through sessions other than the session 2.
Then, the IPP/USB conversion program 22 relays communi-
cation between the web browser 23 and the IPP function unit
31 through the session 2 (in steps S110 to S113).

Then, when relaying of communication through the ses-
sion 2 is completed, the IPP/USB conversion program 22
permits communication through the session 3. That is, com-
munication through the session 4 is still prohibited.

Then, the IPP/USB conversion program 22 relays commu-
nication between the web browser 23 and the IPP function
unit 31 through the session 3 (in steps S114 to S117). When
relaying of communication through the session 3 is com-
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pleted, the IPP/USB conversion program 22 permits commu-
nication through the session 4.

Then, the IPP/USB conversion program 22 relays commu-
nication between the web browser 23 and the IPP function
unit 31 through the session 4 (in steps S118 to S121).

By performing this series of processing procedures, the
main page of the configuration screen 41 and the images GIF
1, GIF 2, and GIF 3 used in the main page are read by the web
browser 23 and the web browser 23 displays the configuration
screen 41. An operation input through the configuration
screen 41 is converted into a GET command, a POST com-
mand, or the like according to the HTTP protocol and trans-
mitted to the IPP function unit 31 likewise via the IPP/USB
conversion program 22. By performing this series of process-
ing procedures, the settings for the printer 2 may be chosen
via a USB cable in the same or similar procedures as in that
the CGI of the IPP function unit 31 is accessed via an existing
network.

(8) Details of Communication Relay Processing Performed
by IPP/USB Conversion Program

Next, the above-described communication relay process-
ing will be more specifically described with reference to FIG.
5. The IPP/USB conversion program 22 is executed as a
resident program. The present processing is started as a resi-
dent program when the PC 1 is turned on.

Here, the present processing is processing for relaying
communication between the web browser 23 and the IPP
function unit 31. Processing for relaying communication
between the spooler 24 and the IPP function unit 31 is
executed as processing that is different from the present pro-
cessing. The description of the processing that is different
from the present processing is omitted.

In step S201, the IPP/USB conversion program 22 gener-
ates a Mutex for executing an exclusive process. A Mutex is a
system for performing an exclusive process, the system being
provided in a programming language. Details of a Mutex will
be described later. The Mutex is deleted when the Mutex is
not necessary.

Note that a case where an exclusive process is performed
by using the Mutex is described here as an example; however,
the way in which an exclusive process is performed is not
limited thereto. For example, a semaphore may be used, or an
original method may be used without using a Mutex or a
semaphore.

In step S202, the IPP/USB conversion program 22 gener-
ates a socket and performs setting of the socket, the socket
monitoring a request for establishing a session (the request is
called an acceptance request). A socket is a simplified inter-
face for performing communication in accordance with the
TCP/IP protocol. Moreover, “setting of the socket” refers to
setting of the IP address, port number, and the like of the PC
1 for the socket and also refers to setting of the operation
mode of the socket to a monitoring mode of an acceptance
request. In the first embodiment, the IP address 127.0.0.1 of
the port 80 is monitored.

When a user starts the web browser 23 and sets the IP
address to 127.0.0.1 and the port to port 80, the web browser
23 starts to establish a connection to the IP address and the
port so as to perform communication. This processing is an
acceptance request.

In step S203, the IPP/USB conversion program 22 waits
until the IPP/USB conversion program 22 receives an accep-
tance request from the web browser 23. When the IPP/USB
conversion program 22 receives an acceptance request, the
procedure proceeds to step S204.

In step S204, the IPP/USB conversion program 22 gener-
ates a thread.
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In step 5205, the IPP/USB conversion program 22 deter-
mines whether or not a termination request has been issued
from the OS 21. When the termination request has been
issued, the IPP/USB conversion program 22 ends the present
processing. When the termination request has not been
issued, the procedure returns to step S203 and the processing
is repeated.

(9) Processing Executed by Thread

Next, processing to be executed by the thread generated in
step S204 will be described with reference to FIG. 6. As
described above, a thread is generated every time an accep-
tance request is received. Processing to be executed does not
differ from thread to thread, and thus, here as an example, the
processing to be executed will be described using a first
thread that is first generated.

In step S301, the first thread executes acceptance process-
ing. Acceptance processing is processing for establishing a
new session for a program that has transmitted an acceptance
request, that is, a program that has transmitted a request to
establish a session. When a session is established, a new
socket is generated to perform communication through the
session. In another example, information may be transmitted
to the printer 2 by performing control transfer in which end-
point 0 ofa USB device is used, at a timing at which the socket
is opened, closed, or accepted, and synchronization with the
printer 2 may be achieved at the timing at which the socket is
opened, closed, or accepted. Step S301 is an example of
establishment processing in which a new session is estab-
lished for the web browser 23.

In step S302, the first thread executes an exclusive-process
startup processing in which communication through sessions
other than the new session established in step S301 is prohib-
ited.

Specifically, the first thread tries to obtain the Mutex gen-
erated in step S201. In the case where the Mutex is not
obtained by another thread, the first thread obtains the Mutex.
The other threads that try to obtain the Mutex later are in the
state of waiting until the first thread releases the Mutex. That
is, the other threads are in a state in which communication is
prohibited.

In contrast, in the case where the Mutex is obtained by
another thread, the first thread is in the state of waiting until
the other thread releases the Mutex. That is, the first thread is
in the state in which communication is prohibited. Then,
when the other thread releases the Mutex, if there is another
thread that has entered the state of waiting prior to the first
thread, the other thread that has entered the state of waiting
prior to the first thread obtains the Mutex and the first thread
is still in the state of waiting. If there is no thread that has
entered the state of waiting prior to the first thread, the first
thread obtains the Mutex.

When the first thread obtains the Mutex, the procedure
proceeds to step S303.

Here, step S302 is an example of determination processing,
an example of waiting processing, and an example of an
exclusive process. That is, the first thread executes determi-
nation processing, waiting processing, and an exclusive pro-
cess by using a system of a Mutex.

In step S303, the first thread executes relay processing,
which is performed on a thread-by-thread basis. The relay
processing performed on the thread-by-thread basis is pro-
cessing in which communication is relayed between the web
browser 23 and the IPP function unit 31 through the new
session established in step S301. Details of the relay process-
ing performed on the thread-by-thread basis will be described
later.
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In step S304, the first thread executes exclusive-process
termination processing. Specifically, the first thread releases
the Mutex. Step S304 is an example of permission processing.

In step S305, the first thread closes the session generated in
step S301 and terminates the processing thereof.

(10) Relay Processing Performed on Thread-by-Thread Basis

Next, relay processing executed in step S303 and per-
formed on the thread-by-thread basis will be described.

Here, a request transmitted from the web browser 23 to the
IPP/USB conversion program 22 and a response transmitted
from the IPP function unit 31 to the IPP/USB conversion
program 22 are first described.

The request transmitted from the web browser 23 to the
IPP/USB conversion program 22 includes one or more pieces
of communication data. In the following, an example of such
request is shown. Here, line number is shown in brackets
before each piece of communication data.

[line 1] POST/ipp/[function] HTTP/1.1<CRLF>
[line 2] Host: localhost<CRLF>

[line 3] Content-Type: application/ipp/<CRLF>
[line 4] Transfer-Encoding: chunked<CRLF>
[line 5] <CRLF>

In the above-described example, each line represents one
piece of communication data. Moreover, as is clear from the
above-described example, the end of each piece of commu-
nication data is <CRLF>, which is a carriage return line feed
code.

Moreover, the last piece of communication data of the
request is only <CRLF> as shown in line 5. Thus, when the
received piece of communication data is only <CRLF>, it is
determined that reception of one request is completed.

Note that, in a PUT command and a POST command,
binary data or text data is usually transmitted in addition to
these pieces of communication data. In this case, a line such
as “Content-Length: 4554” is inserted in these pieces of com-
munication data, and it indicates that additional data having a
specified number of bytes (4554 in this case) follows.

Moreover, in the case where the number of bytes of all
additional data is unknown, there may be a case where a line
such as “Transfer-Encoding: chunked” is inserted and it indi-
cates that small blocks of data follow. In this case, the size of
each block of data is shown.

Similarly, one response transmitted from the IPP function
unit 31 to the IPP/USB conversion program 22 includes one
or more pieces of communication data, and the last piece of
communication data is only <CRLF>. Moreover, in a
response corresponding to a GET command, binary data is
likewise transmitted in addition to these pieces of communi-
cation data. Techniques described in any of the above-de-
scribed cases are commonly used, and thus detailed descrip-
tion thereof will be omitted here.

In step S401, the first thread receives communication data
from the web browser 23 through the session established in
step S301.

In step S402, the first thread transmits the communication
data received in step S401 from the web browser 23 to the IPP
function unit 31 via the USB cable.

In step S403, the first thread determines whether or not
reception of one request is completed.

Specifically, the first thread determines the end of data (the
request) by analyzing a reception state of <CRLF>, Content-
Length, Transfer-Encoding: chunked, and the like, in accor-
dance with the HTTP protocol. Specifically, the end of data
(the request) may be determined by checking whether or not
there is <CRLF> and by checking the size of additional data
indicated by Content-Length or Transfer-Encoding: chunked.
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As a result, when it is determined that transferring of all
request data and additional data is completed that are sup-
posed to be transmitted through the session from the web
browser 23 to the IPP function unit 31, the procedure pro-
ceeds to step S404. In contrast, when it is determined that
reception of the communication data from the web browser
23 has not yet been completed, it is determined that the first
thread has not yet finished receiving one request. Then, the
procedure returns to step S401 and the processing is repeated.
Step S403 is an example of first analysis processing. The
transferred request data and additional data are analyzed by
using the configuration-screen CGI of the IPP function unit
31, and the IPP function unit 31 generates response data
corresponding to the transferred request data and additional
data. For example, a response corresponding to a GET com-
mand for requesting main-page data is a series of pieces of
information that includes the main page. The data of the
response is returned to the IPP/USB conversion program 22
via the USB cable.

In step S404, as a response corresponding to the request
transmitted to the IPP function unit 31, the first thread
receives communication data from the IPP function unit 31
via the USB cable.

In step S405, the first thread transmits the communication
data received from the printer 2 in step S404 to the web
browser 23 through the session established in step S301.

In step S406, the first thread determines whether or not
reception of one response is completed.

The determination procedures are the same as those or
similar to those performed in step S403. When it is deter-
mined that reception of one response is completed, the
present processing ends. In contrast, when it is determined
that reception of one response has not yet been completed, the
procedure returns to step S404 and the processing is repeated.
Step S406 is an example of second analysis processing.

The same communication as or similar communication to
that described above is performed also for the second thread.
However, in this case, the second thread is in the state of
waiting due to the exclusive-process startup processing per-
formed in step S302 until execution of the exclusive-process
termination processing performed in step S304 is completed
for the first thread.

Similarly, the third thread is in the state of waiting until
execution of the exclusive-process termination processing
performed in step S304 is completed for the first and second
threads.

For all the threads, the relay processing of step S303 is
performed. That is, the relay processing of step S303 is guar-
anteed not to be performed for a plurality of threads simulta-
neously.

(11) Effects of First Embodiment

There is a case where multi-session communication is per-
formed between the web browser 23 and the printer 2 via a
USB cable (in other words, a USB interface), which is a
communication interface that does not support multi-session
communication. In this case, when the above-described IPP/
USB conversion program 22 is used, confusion such that a
response for one session is transmitted as a response for
another session may be prevented. This is because, in the first
embodiment, when communication is being relayed through
one session, communication through other sessions is prohib-
ited.

Thus, when the IPP/USB conversion program 22 is used,
multi-session communication may be performed without
confusion between the web browser 23 and the printer 2 viaa
USB cable.
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Furthermore, when the IPP/USB conversion program 22 is
used and communication through one session is performed,
communication through another session is permitted upon
completion of relay processing for a pair of a request and its
response. Thus, waiting time for the other sessions may be
shortened.

Furthermore, when the IPP/USB conversion program 22 is
used, communication data that is received and transmitted
between the web browser 23 and the IPP function unit 31 is
relayed. Thus, multi-session communication between the
web browser 23 and the IPP function unit 31 may be per-
formed without confusion via a USB cable.

Furthermore, when the IPP/USB conversion program 22 is
used, communication is relayed to choose the settings for the
printer 2 from the web browser 23. Thus, in the case where the
settings for the printer 2 are chosen from the web browser 23,
multi-session communication may be performed without
confusion.

Furthermore, when the IPP/USB conversion program 22 is
used, whether reception of the communication data from the
web browser 23 is completed is determined by analyzing the
communication data received from the web browser 23. Thus,
it may be determined whether or not reception of a request is
completed. The same or similar processing procedures may
be performed for a response received from the IPP function
unit 31.

Second Embodiment

Next, a second embodiment will be described with refer-
ence to FI1G. 8.

The second embodiment is a modified example of the relay
processing performed on the thread-by-thread basis in the
first embodiment. In the relay processing according to the first
embodiment, the relay processing being performed on the
thread-by-thread basis, it is determined whether or not recep-
tion of a request is completed and whether or not reception of
a response is completed, by analyzing communication data.
In contrast, in relay processing according to the second
embodiment, it is determined whether or not reception of a
request is completed and whether or not reception of a
response is completed, without analyzing communication
data.

The relay processing according to the second embodiment,
the relay processing being performed on the thread-by-thread
basis, will be described with reference to FIG. 8.

In step S501, the first thread receives communication data
from the web browser 23.

Specifically, the first thread makes an inquiry to the socket
generated in step S301 as to whether there is communication
data. When there is communication data received from the
web browser 23, the first thread receives the communication
data and the procedure proceeds to step S502. In contrast,
when there is no communication data received from the web
browser 23, a timeout occurs for the first thread after a first
predetermined time has elapsed and the procedure proceeds
to step S502.

In step S502, the first thread determines whether or not a
timeout has occurred in step S501. If NO in step S502, the
procedure proceeds to step S503. IFYES in step S502, the first
thread determines that reception of arequest is completed and
the procedure proceeds to step S504.

In step S503, the first thread transfers the communication
data received from the web browser 23 in step S501 to the IPP
function unit 31 via the USB cable. The communication data
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is processed by using the configuration-screen CGI of the IPP
function unit 31, and a response corresponding to the com-
mand is returned.

In step S504, the first thread receives communication data
from the IPP function unit 31 via the USB cable. The com-
munication data is data received as a response corresponding
to the request transmitted to the IPP function unit 31 in steps
S501 to S503.

Here, in the case where the first thread does not receive
communication data from the IPP function unit 31 within a
second predetermined time after the first thread has transmit-
ted the last communication data to the IPP function unit 31, a
timeout occurs for reception of communication data from the
IPP function unit 31.

In step S505, the first thread determines whether or not a
timeout has occurred for reception of the communication data
from the IPP function unit 31 in step S504. The reason why
such a determination is performed will be described below.

As described above, when it is determined that a timeout
has occurred in step S502, the first thread determines that
reception of the request from the web browser 23 is com-
pleted. However, there may be a case in which reception of the
request has not yet actually been completed and transmission
of'the communication data is merely delayed for some reason
such that the CPU 10 has a high load.

When the first thread has not yet completed reception of the
request from the web browser 23, transmission of the request
from the first thread to the IPP function unit 31 has not yet also
been completed. Thus, the IPP function unit 31 is in a state in
which the IPP function unit 31 is waiting for reception of the
request to be completed. That is, the IPP function unit 31 does
not transmit a response to the first thread.

As a result, even though reception of the request from the
web browser 23 has not yet been completed, when it is deter-
mined that a timeout has occurred in steps S502, a timeout
occurs in step S504 for reception of communication data from
the IPP function unit 31.

Thus, by determining whether or not a timeout has
occurred for reception of communication data from the IPP
function unit 31, it may be determined with high accuracy
whether a timeout that has occurred in step S502 is a true
timeout resulted upon completion of reception of the request
from the web browser 23 or a false timeout that has occurred
even though reception of the request from the web browser 23
has not yet been completed.

For the first thread, when a timeout has not occurred in step
S505 for reception of communication data from the IPP func-
tion unit 31, the procedure proceeds to step S506. In contrast,
when a timeout has occurred in step S505 for reception of
communication data from the IPP function unit 31, the first
thread determines that the timeout in step S502 is the false
timeout and the procedure returns to step S501 so as to receive
the rest of the communication data from the web browser 23.

In step S506, the first thread transmits the communication
data received from the printer 2 to the web browser 23.

In step S507, the first thread makes an inquiry to the IPP
function unit 31 as to whether transmission of the response
has been completed. This inquiry is made by performing
control transfer in which endpoint 0 is used.

In step S508, the first thread makes a determination in
accordance with a reply from the printer 2, the reply corre-
sponding to the inquiry made in step S507. When the reply
indicates that the transmission of the response has been com-
pleted (the reply indicating the end of data of the response),
the first thread determines that relaying of communication
has been completed and ends the present processing. The
procedure returns to processing performed for the thread. In
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contrast, when the reply indicates that the transmission of the
response has not yet been completed, the first thread deter-
mines that relaying of communication has not yet been com-
pleted. Then, the procedure proceeds to step S509.

In step S509, the first thread receives the communication
data from the IPP function unit 31 via the USB cable. Then,
the procedure returns to step S506 again, and the communi-
cation data is transmitted to the web browser 23. Thereafter,
steps S506 to 509 are repeatedly performed until the end of
the data of the response is obtained, that is, the entirety of the
response from the IPP function unit 31 is transferred to the
web browser 23.

When the IPP/USB conversion program 22 according to
the second embodiment and described above is used, in the
case where the communication data is not received for the
first predetermined time or longer from the web browser 23,
it is provisionally determined that reception of a request from
the web browser 23 has been completed. Thus, whether or not
reception of the request has been completed may be deter-
mined without analyzing the content of the communication
data.

Moreover, when the IPP/USB conversion program 22 is
used, in the case where communication data is not received
from the IPP function unit 31 within the second predeter-
mined time, it is determined that a provisional determination
that reception of a request has been completed is wrong, and
the rest of the communication data is received from the web
browser 23. Thus, the request from the web browser 23 may
be more assuredly received.

Furthermore, when the IPP/USB conversion program 22 is
used, in the case where an inquiry is made to the IPP function
unit 31 as to whether transmission of a response has been
completed and a reply corresponding to the inquiry is
received, the replay indicating that transmission of the
response has been completed, it is determined that relaying of
communication has been completed. Thus, whether or not
relaying of communication has been completed may be deter-
mined without analyzing the content of communication data.

Third Embodiment

Next, a third embodiment will be described with reference
to FIG. 9.

As described above, in the IPP/USB conversion program
22 according to the first embodiment, when transmission and
reception of a pair of a request and a response are completed
through a session, the session is closed. In contrast, in the
IPP/USB conversion program 22 according to the third
embodiment, a plurality of pairs of a request and a response
are transmitted and received through a session.

FIG. 9 is a flowchart illustrating the flow of processing
procedures for the first thread according to the third embodi-
ment.

Steps S301 to S304 are the same as those in the first
embodiment, and thus the description thereof is omitted.

In step S601, the first thread determines whether a keep-
alive signal has been received within a third predetermined
time after the exclusive-process termination processing has
been completed in step S304. In the case where the keep-alive
signal has been received, the procedure returns to step S302.
In the case where the keep-alive signal has not been received,
the procedure proceeds to step S305 and the session is closed.

Here, the keep-alive signal is a signal that is sent to keep a
session. The keep-alive signal is transmitted by the web
browser 23. The keep-alive signal is an example of a keeping
signal. The keep-alive signal is defined by the HTTP 1.1.
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When the IPP/USB conversion program 22 according to
the third embodiment and described above is used, a session
is not closed every time a pair of a request and a response is
transmitted and received. Thus, communication may be
effectively performed.

Fourth Embodiment

Next, a fourth embodiment will be described with refer-
ence to FIGS. 10 to 12.

The fourth embodiment is a modified example of the first
embodiment. The IPP/USB conversion program 22 described
above and according to the first embodiment performs com-
munication for choosing settings for the printer 2 through an
interface (specifically, the interface 1).

In contrast, the IPP/USB conversion program 22 according
to the fourth embodiment establishes the interface 1, the
interface 2, and an interface 3 between the printer 2 and the
PC 1. The interface 3 also enables two-way communication.

The IPP/USB conversion program 22 performs communi-
cation for choosing settings for the printer 2 through the
interfaces 1 and 2. Communication for transmitting print data
to the printer 2 is performed through the interface 3.

(1) Details of Communication Relay Processing Performed
by IPP/USB Conversion Program

First, communication relay processing according to the
fourth embodiment will be described with reference to FIG.
10. Note that an interface is denoted as I/F in FIG. 10.

In step S701, the IPP/USB conversion program 22 gener-
ates a Mutex for the interface 1 and a Mutex for the interface
2.

The processing in steps S202 to S205 is practically the
same as that in the first embodiment. Thus, description
thereof will be omitted.

Next, the flow of processing procedures for the first thread
according to the fourth embodiment will be described with
reference to FIG. 11. Here, the processing steps practically
the same as those in the first embodiment will be denoted by
the same reference numerals and description thereof will be
omitted.

In step S801, the first thread selects an unused interface or
an interface through which the waiting time is shorter from
among the interfaces 1 and 2. Step S801 is an example of
selection processing.

Here, when both the interfaces 1 and 2 are unused, the first
thread selects the interface 1. Moreover, when both the inter-
faces 1 and 2 are used, the first thread selects an interface for
which the number of threads waiting for the interface to be
released is smaller. Moreover, when the interfaces 1 and 2
have the same number of threads waiting for the interface to
be released, the first thread selects the interface 1.

At the time when the first thread is generated, any of the
interfaces 1 and 2 has not yet been used, and thus the first
thread selects the interface 1.

In step S802, the first thread executes an exclusive-process
startup processing for the interface 1 selected in step S801.
This exclusive-process startup processing is performed by
obtaining the Mutex for the interface 1.

When the exclusive-process startup processing is executed
for the interface 1, the interface 1 enters an in-use state. While
the interface 1 is in the in-use state, when the second thread
executes step S801, the second thread selects the interface 2,
which is an unused interface, because the first thread is using
the interface 1.

While the interfaces 1 and 2 are in the in-use state, when the
third thread executes step S801, the third thread selects the
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interface 1 because both the interfaces 1 and 2 are being used.
In this case, the third thread is in the state of waiting until the
interface 1 is released.

In step S803, the first thread executes relay processing by
using the interface 1.

In step S804, the first thread executes exclusive-process
termination processing for the interface 1. When the exclu-
sive-process termination processing is executed for the inter-
face 1, the Mutex of the interface 1 is released and the third
thread obtains the Mutex.

(2) Communication Processing Performed by IPP Function
Unit

Next, communication processing according to the fourth
embodiment and performed by the IPP function unit 31 will
be described with reference to FIG. 12.

In step S901, the IPP function unit 31 determines whether
or not the interface 1 has communication data. If YES in step
S901, the procedure proceeds to step S902. If NO in step
8901, the procedure proceeds to step S904.

In step S902, the IPP function unit 31 receives a request
through the interface 1.

In step S903, the IPP function unit 31 transmits a response
corresponding to the request received in step S902 to the
IPP/USB conversion program 22 through the interface 1.

In step S904, the IPP function unit 31 determines whether
or not the interface 2 has communication data. If YES in step
S904, the procedure proceeds to step S905. If NO in step
S904, the procedure returns to step S901.

In step S905, the IPP function unit 31 receives a request
through the interface 2.

In step S906, the IPP function unit 31 transmits a response
corresponding to the request received in step S905 to the
IPP/USB conversion program 22 through the interface 2.
After transmission of the response has been completed, the
procedure returns to step S901.

(3) Effect of the Fourth Embodiment

When the IPP/USB conversion program 22 according to
the fourth embodiment and described above is used, multi-
session communication may be performed between the web
browser 23 and the printer 2 without confusion through a
plurality of interfaces that do not support multi-session com-
munication.

Fifth Embodiment

Next, a fifth embodiment will be described with reference
to FIG. 13.

As illustrated in FIG. 13, the printer 2 according to the fifth
embodiment does not include the IPP function unit 31.
Instead, the printer 2 according to the fifth embodiment
includes a web server function unit 33.

In this case, too, the web browser 23 performs multi-ses-
sion communication, and consequently, there is a possibility
that confusion occurs in responses. Thus, communication is
performed with the web server function unit 33 via the IPP/
USB conversion program 22 in the fifth embodiment. Note
that, since the printer 2 does not have the IPP function unit 31,
the IPP/USB conversion program 22 performs communica-
tion with the web server function unit 33 via a USB cable in
accordance with the HTTP protocol.

The IPP/USB conversion program 22 stores a request in
USB packets and transmits the USB packets to the web server
function unit 33. The web server function unit 33 stores a
response corresponding to the request in USB packets and
transmits the USB packets to the IPP/USB conversion pro-
gram 22. Here, as illustrated in FIG. 13, communication for
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choosing settings for the printer 2 is performed by using
endpoint 0 in the fifth embodiment.

Moreover, since the printer 2 does not have the IPP func-
tion unit 31 in the fifth embodiment, the spooler 24 transmits
print data to the printer 2 not via the IPP/USB conversion
program 22. Communication between the spooler 24 and the
printer 2 is performed through the interface 1.

When the IPP/USB conversion program 22 described
above is used, even in the case where the printer 2 does not
have the IPP function unit 31, multi-session communication
may be performed between the web browser 23 and the
printer 2 without confusion via a USB cable.

Other Embodiments

Embodiments are not limited to the above-described
embodiments described with reference to the drawings. For
example, the following embodiments also fall within the
technical scope of the technologies disclosed in the present
application.

(1) The web browser 23 is described as an example of the
client application that performs multi-session communica-
tion in the above-described embodiments. However, the cli-
ent application may be another application if the other appli-
cation performs multi-session communication.

(2) USB cables are described as an example of communi-
cation interfaces in the above-described embodiments. How-
ever, such communication interfaces are not limited to USB
cables. For example, communication may be performed
between the PC 1 and the printer 2 in accordance with
IEEE1284, which is a communication standard for printers.

(3) The case where a thread is newly generated every time
establishing of a session is requested is described as an
example in the above-described embodiments. However,
without generating a thread, processing processes for ses-
sions may be sequentially executed in communication relay
processing. Alternatively, a process may be generated instead
of a thread and processing may be performed by using the
process instead of using the thread as in the above-described
embodiments.

(4) The case where the PC 1 and the printer 2 are connected
by a plurality of logical communication interfaces is
described as an example in the fourth embodiment. However,
the PC 1 and the printer 2 may be connected by a plurality of
physical communication interfaces.

(5) The case where exclusive control is performed for
sessions when multi-session communication is performed for
choosing settings for the printer 2 is described as an example
in the above-described embodiments. In addition, exclusive
control may be performed for sessions in the case where
multi-session communication is performed to transmit print
data to the printer 2.

(6) The printer 2 is described as an example of the image
processing apparatus in the above-described embodiments.
However, the image processing apparatus may be what is
called a multifunction printer, which has a printer function, a
scanner function, a copier function, a facsimile function, and
the like.

(7) Reception from the web browser 23 is performed after
the exclusive process is started in the above-described
embodiments. That is, reception of a request from the web
browser 23 is not performed until the web browser 23 is
permitted to perform execution in the exclusive process.
However, it is desirable that the exclusive process be started
before the web browser 23 transmits data to the printer 2 (the
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IPP function unit 31 or the web server function unit 33). Thus,
the exclusive process may be started after arequest is received
from the web browser 23.
The technologies disclosed in the present application may
be realized in various examples such as a communication
relay apparatus, a communication relay method, a recording
medium on which a communication relay program is stored,
and the like.
What is claimed is:
1. A non-transitory machine-readable medium storing
instructions that, when executed by a processor, cause an
information processing apparatus connected to an image pro-
cessing apparatus via a communication interface to:
in response to a first request for establishment of a first
session by a client application that performs multi-ses-
sion communication, establish the first session between
a communication relay program and the client applica-
tion;
in response to a second request for establishment of a
second session by a client application that performs
multi-session communication, after establishing the first
session establish the second session between the com-
munication relay program and the client application;

perform a first communication process over the first ses-
sion and prohibit a second communication process over
the second session while both the first session and the
second session are established, wherein a first commu-
nication is relayed between the client application and the
image processing apparatus in the first communication
process; and

upon completion of the first communication process over

the first session, perform the second communication
process over the second session, wherein a second com-
munication is relayed between the client application and
the image processing apparatus in the second commu-
nication process.

2. The non-transitory machine-readable medium accord-
ing to claim 1,

wherein the communication includes one request and one

response corresponding to the request, and

wherein the instructions, when executed by the processor,

further cause the information processing apparatus to
determine that relaying of communication through the
first session is completed when relaying of a pair of the
request and the response is completed.

3. The non-transitory machine-readable medium accord-
ing to claim 1,

wherein the communication interface is configured to con-

nect a Universal Serial Bus cable.

4. The non-transitory machine-readable medium accord-
ing to claim 1,

wherein the image processing apparatus includes a web

server function unit,

wherein the client application is a web browser, and

wherein communication data is relayed for transmission

and reception between the web browser and the web
server function unit.

5. The non-transitory machine-readable medium accord-
ing to claim 1,

wherein the communication is communication for config-

uring for the image processing apparatus from the client
application.

6. The non-transitory machine-readable medium accord-
ing to claim 1,

wherein the instructions that, when executed by the pro-

cessor, further cause the information processing appara-
tus to:
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when receiving a request from the client application,
transmit the request to the image processing apparatus
and when receiving a response from the image pro-
cessing apparatus, transmit the response to the client
application, the response corresponding to the
request, each of the request and the response includes
a plurality of communication data;
analyze communication data received from the client
application and determine whether the communica-
tion data received from the client application indicates
the end of the request;
analyze communication data received from the image
processing apparatus and determine whether the com-
munication data received from the image processing
apparatus indicates the end of the response;
determine that reception of the request is completed
where determined that the communication data
received from the client application indicates the end
of the request; and
determine that reception of the response is completed
where determined that the communication data
received from the image processing apparatus indi-
cates the end of the response.
7. The non-transitory machine-readable medium accord-
ing to claim 1,
wherein the instructions that, when executed by the pro-
cessor, cause the information processing apparatus to:
when receiving a request from the client application,
transmit the request to the image processing apparatus
and when receiving a response from the image pro-
cessing apparatus, transmit the response to the client
application, the response corresponding to the
request, the request includes a plurality of communi-
cation data;
provisionally determine that reception of the request
from the client application is completed where com-
munication data is not received for at least a first
predetermined time after the last communication data
has been received from the client application;
determine that reception of the request from the client
application is not completed where the response is not
received from the image processing apparatus within
a second predetermined time after the request has
been transmitted to the image processing apparatus;
and
receive the rest of the communication data from the
client application when it is determined that reception
of the request from the client application is not com-
pleted.
8. The non-transitory machine-readable medium accord-
ing to claim 7, wherein the instructions that, when executed
by the processor, further cause the information processing
apparatus to:
inquire to the image processing apparatus as to whether
transmission of the response is completed; and

determine that reception of the response from the image
processing apparatus is completed where a reply that the
transmission of the response is completed is received
from the image processing apparatus.

9. The non-transitory machine-readable medium accord-
ing to claim 1,

wherein the client application and the information process-

ing apparatus are configured to transmit and receive
pairs of arequest and a response through each of the first
and second sessions,
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wherein the instructions that, when executed by the pro-
cessor, further cause the information processing appara-
tus to:
permit communication through a second session other
than the first session when relaying of a pair of the
request and the response is completed;

after communication through the second session other
than the first session is permitted, start processing
again from the determination as to whether commu-
nication through the first session is prohibited where a
keeping signal, which indicates keeping of the first
session, is received within a predetermined time; and

close the first session where the keeping signal is not
received within the predetermined time.

10. The non-transitory machine-readable medium accord-

ing to claim 1,
wherein the information processing apparatus comprises
physical or logical communication interfaces, each
communication interface is configured to connect the
image processing apparatus,
wherein the instructions that, when executed by the pro-
cessor, further cause the information processing appara-
tus to:
select one of the communication interfaces is selected
every time establishment of a session is requested by
the client application; and

prohibit communication through another session by
using the same communication interface.
11. A communication relay apparatus comprising:
a communication interface configured to connect to an
image processing apparatus;
a processer;
a storage device configured to store instructions that, when
executed by the processor, cause the communication
relay apparatus to:
in response to a first request for establishment of a first
session by a client application that performs multi-
session communication, establish the first session
between a communication relay program and the cli-
ent application;

after the first session has been established, determine
whether communication through the first session is
prohibited;

where determined that communication through the first
session is prohibited, wait to communicate through
the first session until communication through the first
session is permitted;

in response to a second request for establishment of a
second session by a client application that performs
multi-session communication, after establishing the
first session establish the second session between the
communication relay program and the client applica-
tion;

where determined that communication through the first
session is permitted, perform the following:
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perform a first communication process over the first
session and prohibit a second communication pro-
cess over the established second session while both
the first session and the second session are estab-
lished;

relay a first communication between the client appli-
cation and the image processing apparatus through
the first session in a state in which communication
through the second session other than the first ses-
sion is prohibited; and

permit a second communication through the second
session between the client application and the
image processing apparatus when relaying of the
first communication though the first session is com-
pleted.

12. A non-transitory machine-readable medium storing
instructions that, when executed by a processor, cause an
information processing apparatus connected to an image pro-
cessing apparatus via a first communication interface and a
second communication interface and having an internal web
server function unit to:

in response to a first request for establishment of a first

session by a client application that performs multi-ses-
sion communication, establish the first session between
a communication relay program and the client applica-
tion over the first communication interface;

after the first session has been established, determine

whether communication through the first session is pro-
hibited;

where determined that communication through the first

session is prohibited, wait to communicate through the
first session until communication through the first ses-
sion is permitted;

in response to a second request for establishment of a

second session by a client application that performs

multi-session communication, after establishing the first

session establish the second session between the com-

munication relay program and the client application;

where determined that communication through the first

session is permitted, perform the following:

perform a first communication process during the first
session and prohibit a second communication process
over the established second session while both the
first session and the second session are established;

relay a first communication between the client applica-
tion and the image processing apparatus through the
first session in a state in which communication
through the second session other than the first session
is prohibited;

permit a second communication through the second ses-
sion other than the first session over the first commu-
nication interface when relaying of the first commu-
nication though the first session is completed; and

transmit printing data to the image processing apparatus
via the second communication interface.
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